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1 OO6mme moJiokenns

1. Hacrosmas Ilommtuka wHbOpMarmoHHOH 6Ge3omacHoCTH aKLIHOHEPHOT'O
obmecTsa «HanronanbHas kommanus «Ka3akcTad TeMip 5KOIbD (manee - [Tonwutuka)
pa3paboTaHa B COOTBETCTBHH C TPeGOBAHHSAMH MEXIyHAPOJHOTO cra"gapra ISO

27001:2013  «MHbOpManMoOHHbIE  TEXHONOTMH — MeTomsl  ObecreueHus
GesoracHocTn — CHCTeMBI ynpaBieHWs WHGOPMALMOHHOW 6E30MACHOCTBIO -
TpeGoBanusy.

2. IlonuTHka SBISETCS BHYTPEHHHM JOKYMEHTOM aKIMOHEPHOTO O6IIecTBa
«HanpuonansHast komnanus «Kasakcran Temip xousn (ganee — AO «HK «KTXK»).

3. Heiictere HacTosmeii [TomuTukn pacmpocTpaHseTcs Ha IpyIIy KOMIIQHUMH
AO «HK «KTX» (axumoneproe obmectso «HaunonansHas kommanus «Kasakcran
TeMip JKONbD» K €ro mnodepHue opraHmsauuu (mamee - JI0), CTO NPOLEHTOB
FOJIOCYIOIMX aKUWi (HOJEH ydJacTHs)) KOTOPHIX MpsAMO HpHHAmIeXuT AQ «HK
«KTX» Ha npaBe COGCTBEHHOCTH HJIH JOBEPHUTENBHOTO yIPABIICHHs).

4. PykoBonetBo AO «HK «KTXK» 0CO3HaeT BaXHOCTh M OCYIIECTBISET
ynpaBieHHe HWHOpManuoHHOH OesomacHocTeio (manee - UB), obGecneunBas
HEOOXOIMMbIE YCIIOBUS DPa3BHTHS, COBEPIUEHCTBOBAHUS MEpP M CPEJCTB 3aIlUTHI
MH(GOPMAIIMOHHBEIX aKTHBOB B KOHTEKCTE Yrpo3 HH(OPMAIMOHHOH Ge€30IacHOCTH,
pa3sBUTHS 3aKOHOJATEIbCTBA M HOPM peryiupoBaHus nestenbHoctd AO «HK
«KTX».

5. AO «HK «KTX» sBnsercs KpyNHEWIIHM TpPaHCIOPTHO-IOTMCTHIECKAM
XOJTUHIOM  TOCY[HapCTBEHHOIO 3HA4Y€HHUs, BXOMAIMUM B COCTaB aKTHUBOB
AxkuponepHoro obmecrsa «@PoHJA HaMOHAIBHOrO OnarococtosiHus «CaMpyk-
Kasbinay. OcymecTBieHHe yKa3aHHOW JESTENBHOCTH CBS3aHO C yNPaBJICHHEM
uH(pOpMalLKel, B TOM YHCIle NepefaBaeMoil IOCYIapCTBOM, SBJISIOMIEHCS BaXKHBIM
aktuBoM AO «HK «KTX», u 3aBucur oT obecnedeHus HHGPOPMALUOHHOMN
OezomacHOCTH, IOJ KOTOpOl mOHHMaeTcs obecrieueHre KOHGHIAECHIMAIFHOCTH,
L[EJIOCTHOCTH M JOCTYITHOCTH UH(OPMAIIHOHHBIX aKTHBOB.

6. AO «HK «KTX» ynmenser ocoboe BHHMaHHE BOMpOCaM OOeCleueHHs
HHGOPMaIMOHHOH 6€30I1aCHOCTH, MTOCTOSIHHO COBEPLIEHCTBYET CHCTEMY YIIPABJICHHUS
nH(popManuoHHON Oe3omacHocThiO (nanee - CYUDB), mpuMeHseMble CpeicTsa W
CIIOCOOBI 3aIUTHI OT YTpo3 HHPOPMALIMOHHOHN 6€30MacHOCTH, a TakKe obecreunBaeT
HenpepbiBHOe 00ydeHue paboTHrkoB Kommanuu mis HOAZIEpXaHKs KOMIIETEHIAH B
obyacTu 3amUTHl UHPOPMAIMU Ha BEICOKOM YPOBHE.

7. CYUDb sBnsercs 4actbio cuctembl ympaieHHs AQO «HK «KTX»y.
[Tonoxenust IIONUTUKN yYUTHIBAIOT OKHUIAHUS BCEX 3aUHTEPECOBAHHBIX CTOPOH H
obOs3arenbHbl s ucnoiHeHUs: Bcemu pabotHukamMu AO «HK «KTX» u 10 B
nporecce (GOopMHUPOBaHHS MOPT(HENs WHBECTUIMOHHBIX IPOEKTOB, a TaKXKe
NOBOIATCSA [0 CBENEHUSA KIMEHTOB W HMHBIX TPETHHUX JIML, MMEIOIIMX OOCTYM K
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UH(QOPMAIIMOHHBEIM CHCTEMaM H nokymentaMm AO «HK «KTX», B Toii uactw,
KoTopas HenocpeACTBeHHO B3auMocBs3aHa ¢ AO «HK «KTX» u ee nesarensHOCTEIO.

8. [lonuTrKa mpexycMaTpUBaeT OCHOBHbIE L€JH, IPHHIMIIE ¥ TPEGOBAHUS 11O
3amure UHGOpPMAIIHH.

' 9. Ilonutrka pa3spaboTaHa B COOTBETCTBHY C 3aKOHOAATENLCTBOM Pecmy6imku
KazaxcraH 10 BOIpocaM WHCHOJB30BaHWS HHPOPMAIMOHHBIX CHCTEM W
MHOOPMAIMOHHOK  GE30IacHOCTH, a Takke TPeGOBAHMSAMH MEXTYHAPOIHBIX
CTaH[apTOB yIpaBieHus HHHOPMALIMOHHOM 6€30MacHOCTHIO.

10. TlonmuTaka oxBaThIBaeT Bce MH()OPMALHOHHBIE CHCTEMBI H JOKYMEHTEL,
BIaIeIbLIEM M ToJib3oBaTelleM KoTopeiXx sBisgercs AO «HK «KTX» u 0.
ObGecneuenrie MHGOPMALMOHHOH 6€301IaCHOCTH SBISIETCS HEOOXOAUMBIM YCIOBHEM
i ocymecTBieHus aestenbHocTH AO «HK «KTXK».

2 Ilesin, TpeGOBAHMS M OCHOBHBLIE IPHHIHIIBI

11. OcHoBHO# Lenbio [TomuTHKY SBISETCS MUHUMU3AIHMS YIIepOa 0T COOBITHIA,
NPEACTAaBIAIONMX  Yyrpo3y 0Oe3omacHOCTH  HH(OpMAlMH, [OCPEACTBOM  HX
IIPEIOTBPAILEHHUS WM CBEJICHHS UX ITOCIIECTBUN K MUHUMYMY.

12. B ocnoBe CVYHDB mnpenycMOTpeH pPHCK-OPHEHTHPOBAHHBIM MOIXOL,
HaIlpaBJICHHbIM HAa CHH)KEHHUE BEPOSITHOCTH pealn3allii COOBITHI WH(OPMALHOHHOMN
Oe30macHOCTH.

13. OGecrnieueHre WHPOPMALMOHHOW 0€30MACHOCTH HEOOXOOMMO  AJIs
CHIDKEHHUSI PUCKOB M 3KOHOMHYECKUX IOTEPh, CBS3aHHBIX C PA3IUYHBIMU YIPO3aMH
umerommmMces: uHpopmanuoHHsiM pecypcam AO «HK «KTX» u JIO. C aToi# 1ensio
HEeoOX0oa¥MO NMOANEPKUBATH [NIaBHEIE CBOWCTBA HHGOPMAIIUH, 8 HMEHHO:

1) IOCTYmHOCTH — CBOMCTBO, XapaKTepU3YIOIIEECS CIIOCOOHOCTHIO
CBOEBPEMEHHOI0  OECIPensITCTBEHHOr0 JOCTyma K HHGOpPMAlUK CyOBEKTOB,
HMEIOIUX Ha 3TO Ha/AJIeXallye MOJIHOMOYHS;

2) KOHQHIEHIHAJIBHOCTP — CBOWCTBO, YKa3bIBalollee, 4YTO JOCTYN K
HHQOpMaNMKi MOXET HUMETh TOJNBKO OTPaHWYEHHBIH KPYT JIMI, ONpENEeNCHHBINA €&
BIIaJIENIbIIAMH.

3) HenoCTHOCTH — CBOMCTBO HH(POPMAITHH, 3aKITIOYAIOIIEeecs B €€ COXPaHHOCTH
B HEHCKa)XE€HHOM BHJE (HEM3MEHHOM II0 OTHOIIEHHIO K HEKOTOPOMY
(UKCHPOBAaHHOMY €€ COCTOSIHHIO).

14. B memsix o6ecnelfeHI/m JOCTaTOYHO HAAEKHOU CUCTEMBbl HHPOPMAIHOHHOI
6e3omacHOCTH, HEOOXOAMMA [TOCTOSIHHAS IIEPEOLIeHKa ee apaMeTPOB, aJanTalus s
OTpa’kK€HHsI HOBBIX ONACHOCTEW, UCXOMSIIUX M3 BHELIHEH U BHyTpeHHeW cpenpl. He
JIOJDKHO CYIIECTBOBaTh KaKUX-TUOO NPEmsITCTBUH IPH BHECEHWH H3MEHEHHH B
CTaHAApPThI, mpouenypbl unu [lomUTHKY 1O Mepe BO3HUKHOBEHHS TaKoOil
HEOOXOAUMOCTH.

B 3T0i CBsA3M, ONPENENsOTCS CHEOYIOIIME JTambl LMKIA YIIPaBIeHUS
HHGOPMALIMOHHON 6€30ITaCHOCTHIO:
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1) nnanupoBanue (paspabotka) — aHaTH3 PHCKOB, eJeH, 3aJa4, MMpoIeccoB,
TIPOLEYp, NpPOrpaMMHO-aNapaTHEIX CPEACTB, OTHOCSINHXCSH K YIIpaBI€HHIO
PHCKaMH 1 COBEPILICHCTBOBAHHIO HH(MOPMALMOHHON 6e30MacHOCTH s IOy YeHHS
PE3YJIBTaTOB B COOTBETCTBHHU CO CTparerueii paspurus AQ «HK «KTXK»;

2) peammsanus (BHeIpeHHE U 3KCIUTyaTalMs) — BHEAPEHHE MEXaHH3MOB
KOHTPOJIA, IPOLIECCOB, IPOLIEAYP, MPOrPaMMHO-AIaPATHBIX CPEICTB;

3) npoBepKa (MOHHUTOPHHT W aHAlu3) — OLEHKA U TaM, IZle 5TO HeoGXOIIMO,
M3MEPEHHE XapaKTEPUCTUK HCIIOJHEHHS MPOLECCOB B COOTBETCTBHH C INonutukoii,
OEIMH M TIPAaKTHYECKUM OIBITOM, aHAIM3 HW3MEHEHMS BHEIIHHX M BHYTPEHHHX
(hakTopoB, BIMMIONMX HA  3AMMINEHHOCTS MH()OPMAI[MOHHBIX  Pecypcos,
TIpEIOCTABIICHHS OTYETOB PYKOBOJCTBY ISl AHAIIH3A,

4) KOpPeKTHPOBKa (CONpPOBOXIEHHE H COBEPIICHCTBOBAaHHE) — MPUHSATHE
KOPPEKTHPYIOIMX H [PEBEHTHBHEIX MEP, OCHOBAHHBIX Ha Pe3yJbTaTax BHYTPEHHHX
1 BHEIIHHMX IIPOBEPOK COCTOSHHS MH(POPMAIHOHHON Ge30acHOCTH, TpeboBaHMii co
CTOPOHBI PYKOBOJACTBa HHBIX ()aKTOPOB, B LENSX OOECICUeHHS HENPEPHIBHOTO
COBEPIICHCTBOBAHUS CHCTEMBI HH()OPMAI[HOHHOM 6e30MaCHOCTH.

15. IloctpoeHue cucremsl obGecriedeHus HH(POPMAIMOHHOM Ge30macHOCTH
AO «HK «KTX» u JIO a Tax xe ee (QYHKIIMOHMPOBaHHE TOJKHEI OCYILIECTBIIIETCS B
COOTBETCTBHH CO CJIEYIOIIUMHE IPUHIUIIAMH:

1) 3akoHHOCTH — mOGHIe neiicTBus, IpeAnpUHUMaeMble ISl obecreyeHus
MH(OPMALHOHHOH Ge30IIaCHOCTH, OCYINECTBISIOTCS B paMKax 3aKOHOJaTeIhCTBa
Pecriy6nuku KasaxcraH, ¢ mpuMeHeHHeM BceX NO3BOJEHHBIX 3aKOHOJATebCTBOM
METOZI0B 0OHApyXKEeHHs, Ipe Iy peKIeHH s, JTOKATU3AINH 1 IIPECEYEHUS] HEraTUBHBIX
BO3/IEHCTBUI Ha OOBEKTHI 3AIUTHI uHpopmarmu AO «HK «KTX u JO»;

2) OpHEHTHPOBaHHOCTP Ha OHW3HeC — HHpOpMaIMOHHas 6e30macHOCTE
PacCMaTpHUBACTCs KaK IPOLIECC MOANEPKKHA OCHOBHOM IesTeNbHOCTH. JIFoOke MepbI
no obecreveHno HHPOPMALMOHHON Ge30IIaCHOCTH He MOJDKHEI MOBIEUs 3a coboif
CepBESHBIX MpersiTeTBHi AestensHoctd AO «HK «KTXK» u HO;

3) HeNpepHIBHOCTH — IIPHMEHEHHE CPEICTB YIPABIIEHHS. CUCTEMaMH 3all[UTHI
MHQOpPMAIlMY,  pealu3anus  JHOGBIX MEpONpUATHH 1O  obecrnedyeHuro
uH(OpManmonHo# 3ammuTer AO «HK «KTX» u JO nomKHBI OCyIeCTBIATECS Ge3
TPEPBIBAHHSA MIIH OCTAHOBKH TeKyIMX 6usHec-nponeccoB AO «HK «KTX» u J10;

4) KOMILIEKCHOCTB — obecriedenne 6e30MacHOCTH MH(pOPMaIHOHHEIX PECYPCOB
B TE€YCHHE BCCTO HX JXU3HEHHOIO IHUKJIA, Ha BCEX TEXHOJOTHYECKHX HTAIAX MX
WCIIONE30BAHHS U BO BCEX pexuMax QyHKIHOHUPOBAHMS,

! 5) 00OCHOBaHHOCTE M SKOHOMHYECKAS 11eJ1eCOO0Pa3sHOCTh — HCIONB3YEMEIe
BOSMOXKHOCTH M CPEICTBA  3alMThl  JOJDKHBI  OBITh  pealM30BaHbl  Ha
COOTBETCTBYIOIIEM yPOBHE Pa3sBUTHs HayKH M TEXHUKH, OOOCHOBAHBI C TOUKH 3pEHHS
3aJJaHHOTO YpOBHSI 0€30IIaCHOCTH M JOJDKHBI COOTBETCTBOBATH IPENbSBIIEMBIM
TpebOBaHMAM M HOpMaM. Bo Bcex cCilydasx CTOMMOCTS MEP H CHCTEM
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MH(QOPMaLMOHHON Ge30MacHOCTH MOKHA GBITH MEHBIIe pa3Mepa BO3MOXKHOI'O
ymep6a oT 1r06bIX BUIOB pHUcKa.

6) nOpHOpUTeTHOCTH  — KaTeropupoBaHHe  (PaH)XXUPOBAaHHE)  Bcex
MH(OPMaIMOHHEIX pecypcoB AQ «HK «KTX» 1 IO mo cremeHH BaxHOCTH IpH
OLCHKE peAIbHBIX, a TAKXKe IOTEHIHANBHBIX YTPO3 HH)OPMALHOHHOH Oe3omacHocTH;

7) Heo6X0qUMOe 3HAaHME M HAaWMEHbIIHiT YPOBEHb NMPUBUIETHIA — [10JIb30BATE]Ib
TOTyqaeT MHHUMANbHBIH YPOBEHb MPHBHJIETHI U JOCTYI TOJBKO K TeM JJAaHHBIM,
KOTOPBIC SBIIAIOTCA HEOOXOMMMBIMU /ISl BEINOJHEHHS MM JESTEIBHOCTH B paMkax
CBOMX ITOJTHOMOYHIA;

8) crenmManu3aus — SKCINTyaTauusi TeXHHUEeCKHX CPe/ICTB U peanu3alus Mep
MH(QOPMAIIMOHHON 6e30MacCHOCTH MOJDKHEI OCYHIECTBIIATECS  NPOGECCHOHAIBHO
IIOZATOTOBJICHHBIMH CIIEIIHAIMCTAMUY;

9) HHGOPMHUPOBAHHOCTb M IIEPCOHATBHAS OTBETCTBEHHOCTE — PYKOBOIHUTEIH
BCEX YPOBHEH U paGOTHHKH JOJDKHEI OBITH OCBEIOMICHBI 060 BCex TpeOOBaHMIX
MH(OPMAMOHHON Ge30IaCHOCTH M HECYT OTBETCTBEHHOCTB 3a BBINIOJIHEHHE JTHX
TpeGOBaHui U COOIIIOIEHNE YCTAHOBIEHHBIX Mep HH(OPMaIHOHHOI 6e30MacHOCTH;

10) B3aumonelicTBue w®  koopauHaUS — Mepbl  MH(GOPMAIMOHHOI
0e30IaCHOCTH  OCYIIECTBISIOTCS Ha OCHOBE B3aHMOCBS3H COOTBETCTBYIOLIUX
CTPYKTypHBIX noxpasnenenuit AO «HK «KTX» u IO, koopauHAImy ux YCHIIMH IIst
AOCTHIKCHHUS ITOCTABICHHBIX LEJICH, a TaKXKe YCTAHOBJIEHHS HEOOXOMMMBIX CBS3Eil C
BHCITHUMH OPraHM3aLUsIMH, IPOPECCHOHAIBLHBIMHA ACCOIHALMSIMYI U coo0ImiecTBamu,
TOCYIapCTBEHHBIMU OpraHaMH, IOPUANIECKMMHE U QHU3MUECKUMHE JTHLAMHY;

11) moaTBepxnaeMocTs — JOKyMeHTSI, HNOJTBEPKAAIOIINE HUCIIONHEHHE
Tpe6GoBaHMil M0 HHPOPMALMOHHON Ge30MacHOCTH H 3((HEKTUBHOCTE CHCTEMBI ee
OpraHHU3allvH, NOJDKHBI CO3/1aBaThCA W XPAHUTBHCA C BO3MOXKHOCTBIO ONEPATHBHOTO
JOCTYIIa ¥ BOCCTAHOBJICHHUS.

3 O0beKThI 3a1HTHI

16. OcHOBHEIMH 0GbBeKTaMH 3amUTH  06eCITeYeHHs UH()OpPMAIIMOHHOH
6e3onacHocTu B AO «HK «KTX» u IO sBasroTcs CIIEIyIOIIHe 3JIEMEHTHI:

1) wundopmanuonHsle pecypchl, CoZlepXKalllie CBEIEHHS, OTHECEHHBIE B
COOTBETCTBUM C IGHCTBYIOLIMM 3aKOHOAATENBCTBOM H JIOKANBHBIME akTamu AO «HK
«KTX» u IO k kOMMep4ecKoi, ciTyxeGHOIM MM HHOI OXpaHsS€MOW 3aKOHOM TaliHe,
B TOM 4YHCIe WH(OPMALMOHHBIE PECYPCHI, BXOISIIHE B NPOEKTHl TPOrpamMMm
«ludposas sxene3nast Jopora» u IPOrpaMMBI Tpancdopmanmu B AO «HK «KTX»
(manee — 3amunaemMast uHGopManws);

2) cpenctsa W cHCTeMBI HH(OPMATH3ALUHM (cpencTBa BBIYHCIIHUTENBHOM
TeXHUKH, HH(OPMAIHOHHO-BEIYNCIHTENbHBIE KOMILIEKCHI, CETH, CHCTEMBI), Ha
KOTOPBIX = INPOM3BOAMTCA 00paboTka, mepemaya U XpaHEHHe 3alIUIAEMOL
uH(pOpMaIHH;
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3) mporpamMMHBIe cpencTsa (OmepanHOHHEIE CHCTEMBI, CHCTEMEI YIIpaBlIeHHs
6asamu  naHHEBIX, Japyroe OOLIECHCTEMHOE W  IpHKIAmHOE IPOrpaMMHOE
obecnieyenue) aBTOMAaTH3UPOBaHHBIX cucTeM AO «HK «KTX» u JO, ¢ nomomsro
KOTOPBIX MPOM3BOAUTCS 06paboTKa 3amUImaeMoi uHboOpManuu;

4) mpomeccsr AO «HK «KTX» u JO, cBs3anHBle ¢ ympaBieHHeM wu
HCIIOJIB30BAHHEM HH(OPMAIIMOHHBIX PECYPCOB;

5) MOMeEIeH s, B KOTOPBIX PACTIONOMKEHEL cpenctBa o0paboTKH 3amumaeMoit
uHbOpMaIUY; )

6) paboune momemeHHs U KaGHHETH pabotankoB AO «HK «KTX» u 10,
nomemennst AO «HK «KTX» u J10, NPETHA3HAYCHHBIE U BEIEHHS 3aKPHITBIX
NIEPErOBOPOB U COBEIAHMIA;

7) pabotamku AO «HK «KTX» u JO, uMerorue gocTyn K 3ammmaemoi
HHpOpMaIuH;

8) TeXHHYecKHWe cpeiacTBa U CHCTEMBI, 00pabaTkiBalolMe OTKpHITYIO
HH(OPMAIHIO, HO pa3MelieHHBIE B [IOMEHIEHUAX, B KOTOPBIX 0OOpabaThiBaercs
3anMinaeMas “HQOPMaLUs;

9) BUpTyalbHBIE Cpembl (BEIYMCIIHTENbHEIE PECYpChl MM HX JIOTHYEeCKOoe
00beIMHEeHNe, aGCTparupoOBaHHOE OT annapaTHOW peanM3alliy, 00eCHeYHBAOIIHe
JIOTHYECKYIO H30JLILMIO APYT OT APYra BEIYHUCIUTENBHBIX IPOLIECCOB, BAIIOMHSIEMBIX
Ha OTHOM (PM3UYECKOM pecypce) IPH UCIIONb30BAHNH CEPBEPHOI MHPPACTPYKTYPBL.

17. 3ammmaemas uHpopMarms Moxer:

1) pasmemarscs Ha 6yMaxHBIX HOCHUTEJIAX;

2) CymecTBOBaTh B 3JIEKTPOHHOM BHJIE (oGpabaThIBaThCs, mepenaBaThes u
XPaHUTBCA  CPEACTBAMH  BBIYMCIMTENBHOM  TEXHMKH,  3allHCHIBATECS W
BOCTIPOM3BO/UTECS C IIOMOIIBIO TEXHUYECKHX CPEJICTB);

3) nmnepenmaBaThcs 1O TeneQoHy, Tenegakcy, Telekcy W T.I. B BHUJIE
SIIEKTPUYECKUX CHTHAJIOB,

4) IpPHCYTCTBOBATH B BHJE AKYCTHYECKHX K BHOPOCHTHATIOB B BO3IYIIHON
CpeAie U OrpaXAOMIUX KOHCTPYKIIHSAX BO BPeMs COBEIAHHUIH 1 IIEPETOBOPOB.

4 ¥Yrpo3bl HHpOpMaNHOHHOI Ge30MacHOCTH

18. Tlom yrposamu uHpOPMAUHOHHOH Ge30MACHOCTH IIOHUMAEeTCs
TIOTEHIHATBHO BO3MOXXHOE COOBITHE, TIPOLIECC WM SBJICHHE, KOTOpBIE ITOCPEACTBOM
BO3IEHCTBHS HAa MHGOPMALMIO HIH KOMIOHEHTHI HH()OPMALHOHHON CHCTEMBI WM
pecypca MOTYT NpSAMO WM KOCBEHHO IPHBECTH K HAHECEHMIO yiepba uHfrepecam
BJIQJIENIBLIEB U MTOJIB30BATENEeH. |

19. Yrpossl uHGopManronHoit Ge30nacHOCTH NOAPa3AEIAIOTCS Ha:

1) ciyuaiinsle, KoTOphle MOTyYT GBITH 00yCIIOBIIEHBI Clle IYIOIIMH ¢daxTopamu:

CTHXHIHBIE OeICTBHSI;

OLIMOKY 110 HEBHUMAHHUIO,

OLIMOKHM anmapaTHeIX ¥ MPOrPaMMHBIX CPEICTB;

e e o e
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HH3Kas OCBEZIOMIIEHHOCT pabOTHHKOB B o6nactu UB;

HEZIOCTaTOYHOE (PH3HYECKOe 00eCIeYeHHMS nepumerpa Ub;

2) mnpenHaMepeHHEIE, KOTOpBIE MOTYT OBITH OOYCIOBIEHBI ClIEAYIOMEMHU
paxropamu:

danscuduKanys WM yHHaTOXeHEE JAHHBIX;

HETIPaBOMEPHOE UCIIONIb30BaHUE JAHHBIX;

HETPaBOMEPHEIH TOCTYN K HHPOPMAIHH;

KOMIIBIOTCPHBIE aTakW (LeJIeHalpaBleHHas IIOMbITKA pealu3alyy  yrpo3sl
HCCAaHKIIHOHNPOBAHHOTO BO3NEHCTBHA Ha HH(pOPMALHIO, SNIEKTPOHHBIH pecypc,
HH(QOPMAIHOHHYIO CHCTEMY WIH TIOTy4eHUs. NOCTYNa K HHM C IPHUMEHEHHEM
MPOTPaMMHBIX ~ HWIIH  NPOrPaMMHO-aIIapaTHBIX — CPEICTB  HIIH IIPOTOKOJIOB
MEKCETEBBIX B3aHMONEHCTBHS);

20. K umciy yrpos uHbOpMAaLMOHHON 6e30MacHOCTH AO «HK «KTX» u JI0
OTHOCATCS (HO HE OTPaHHYEHBI HMH):

1) yrpara 3ammmaemoii uHpOpMaIHy;

2)  HWCKaXeHHue (HeCaHKIMOHMpOBaHHAs MomuGUKauMsi,  moazenka)
3amMIaeMoi nHpopMauy,

3) yTeuKa, HECAaHKUMOHHPOBAHHOE O3HAKOMICHHE ¢ 3alUIaeMoi
MH(OpManyeil MOCTOPOHHUX JIHI[ (HeCaHKIIMOHHUPOBaHHEIH JoCTYII, KOIIMPOBaHUE,
XHINEHUE U T.11.);

4) HECaHKIIMOHUPOBAHHOE WHCIIONB30BAHHE MHpOPMALMOHHBIX  PecypcoB
(3moynoTpe6ieH s, MOIIEHHHYECTBA | T.IL.);

5) HemocTymHOCTs WH(pOpMamuH B pesynbrate ee OJIOKUpOBaHUS, cOOs
O0OpyZOBaHMs,  CHCTeM  ympaBieHHs  6a3 J@HHBIX,  paclpeienéHHbBIX
BBIMHCIUTEIIBHBIX CETeH, BO3NEHCTBHS BUPYCOB, CTHXHIAHBIX 6EICTBHI i MHEIX ¢opc-
MaXOPHBIX OOCTOSTENBCTB, U 3I0HAMEPEHHbIX JeHCTBHIA.

21. B pesynsraTe Bo3meHCTBHS yKa3zaHHBIX YIpo3 MOTYT BO3HHKHYTb
CJICyIOLHe HEraTUBHBIE IOCIIECTBHS, BIUSIONIHE HA COCTOSHIE HH(MOPMaIHOHHOMH
6esonacHoctn AO «HK «KTX» u JIO Ha HOpMaJIbHOE (DyHKIIHOHMPOBAHHE:

1) 4pesBrIyaliHbIe IPOKCIECTBHS, CBS3aHHbBIE C 6E30MaCHOCTEIO JBYOKEHUS;

2) (QuHAHCOBBIE TOTEPH, CBA3AHHBIE C YT€UKOW MM pasrialleHHeM
3alIMIaeMol HHPOpMaIH;

3) ¢uHaHCOBBIE mMOTEpH, CBS3aHHBIE C YHUYTOXXCHHEM H IIOCIENYIOLIHM
BOCCTaHOBJICHHEM yTpa4eHHON HWHPOPMALIUH;

4) ymep6 ot nesopranmsanuu pesrenbHockn AO «HK «KTXK» u 1O motepw,
CBS3aHHBIC C HEBO3MOKHOCTBIO BBINIONTHEHHSI CBOMX 005A3aTENBCTE;

5) ymep6 oT NpHHATHS yIpaBieHYIeCKHX PeLICHUH Ha OCHOBE HEOOBEKTHBHOI
UH(pOpMaIHH;

6) ymep6 ot oTcyreTBus y pykoBoacTBa AO «HK «KTX» u 10 o6bexTHBHOM
UHpOpMaIHy;

7) ymep6, nanecéunsiii penyramun AO «HK «KTX» u J0;
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8) uHO# Buy ymep6a.

S Meps1 o6ecnievenns GesonacHocTn

22. OCHOBHEIMH MepaMH 10 obecredenHo MH(OPMalHOHHOH Ge30macHoCTH
AO «HK «KTX» u JIO ssroTes:

1) aIMUHHCTPAaTHBHO-TIPABOBbIE U OPraHU3AHOHHbIE MEpBHI;

2) Mepsl husHUeckoi Oe3omacHocTy;

3) IporpaMMHO-TeXHHYECKHe MepBHI.

23. AJIMVHHCTPATUBHO-TIPABOBEIE OPTraHH3alHOHHEIE MEPBI BKIIOYAIOT (HO
HE OTPaHUYEHBI UMK ):

1) KoHTpoNb HcHONHEHMS TpeboBanmii 3akoHOmaTenscTBa PK 1 BHYTPEHHUX
AokymeHnToB AO «HK «KTX» u J10O;

2) pa3paboTKy, BHeIpeHWe m KOHTPOJb WCIIOMHEHHUs IpPaBHI, METOAUK W
HHCTPYKIHM, II0IeP)KMBAIOIIHX Ionuruky;

3) KOHTPOJIb COOTBETCTBHUS OusHec-mponeccos AQ «HK «KTX» u JIO
TpeboBanmsM [omuTuku;

4) vadopmupoBanue u o0yuenue pa6oraukoB AQ «HK «KTXX» u 1O pa6ore
C HHQOPMAIIMOHHBIMH CHCTEMAMH 1 TpeGOBaHMAIM HH(OPMAIIHOHHO OesomacHocTH;

5) pearupoBaHue Ha KaHAJEI HECaHKIMOHUPOBAHHOM yTEYKH HHPOpMAIum,
MHIUACHTDI, CBS3aHHBIE C 9THM, JIOKAIH3ALUIO 1 MUHIMH3ALIHIO IIOCJIEZICTBHIA;

6) aHaJIN3 HOBBIX PHCKOB HH(pOPMAITHOHHOM 6e30macHOCTH;

7) OTCNIeXMBAHKE H yITydIIeHHe MOPaJIbHO-A€NI0BOTO KJIMMaTa B KOJUIEKTHBE;

8) onpenenenue neiicTauit TIpY BO3SHUKHOBEHHH YPE3BBIYAHEIX CUTYALHil;

9) npoBezeHre NPOUTAKTHIECKIX MEp IIpH NIpueMe Ha paboTy U YBOIbHEHUH
pabotaukoB AO «HK «KTXK»;

10) MeponpusTHs 0 KOHTpOIIO NIPaBOMEPHOCTH UCITONIb30BaHus [10.

24. Mepsl ¢usmaeckoit 6e30MacHOCTH BKIFOYAIOT (HO He orpaHIYeHBI HMH):

1) oprammsarmro npomyckuoro u BHYTPHOOBEKTOBOTO PEIKUMOB;

2) moctpoenme nepuMeTpa 6e30MaCHOCTH 3alIUIIAaEMBIX 00BEKTOB,;

3) OpraHM3alHIO KpYIIOCYTOYHOI OXpaHBl OXPaHSIEMBIX OOBEKTOB, B TOM
HCJIE C HCTIONB30BAHUEM TEXHUYECKUX CPEJICTB Oe3omacHocTH;

4) opranuzaiuio TIIPOTHBOIOXXapHOH O€30MaCHOCTH OXPaHIEMBIX 00BEKTOB;

5) KoHTpoNs nocTyma paGotHHKOB AO «HK «KTX» u IO B pexumubie
TMOMEIICHHS 1 TIOMEIEHHUS] OTPAaHUYEHHOTO JOCTYIIA.

25. IporpaMMHp-TexHHYECKHEe MEphI BKIIOYAIOT (HO HE OrpaHUYeHEI UMH):

1) wucnoms3oBamme  nHIEH3HOHHOIO IIPOrpaMMHOT0  obecneueHus u
CePTUDHUIMPOBAHHBIX épeﬂ;CTB 3alUTEl HHOPMALIUK;

2) MCTIONTB30BaHKeE CPEJICTB 3aIUTEHI nepumerpa (firewall, IPS u T.11.);

3) NIpHMeHeHHe KOMILIEKCHOM AHTUBUDPYCHOM 3alHTHI;

4) ucnonb30BaHue cpencTB MH(pOPMAIMOHHON 6e301acHOCTH, BCTPOEHHBIX B
WH(QOPMAIIMOHHEIE CHCTEMBI;
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5) obecneuenue perymspaoro PE3E€PBHOrO KOITMPOBaHHs HHPOPMALIHH;

6) KOHTPOINIb 33 NPaBaMH U HeiCTBHSIMH TIOJIb30BATENeH, B IIEPBYIO O4EpENb,
NIPUBUIIETHPOBAHHBIX;

7) TpHMEHeHHEe CpenCTB KPHUIITOrpaMuecKod 3alquTh uHpopManuu B
TIOpATIKE, yCTaHOBIEHHOM HOPMATHBHEIMU IIPABOBEIMH aKTaAMH,

8) obecrieqenne Ge30Tka3HOM paGoTHI anrmapaTHbBIX CPE/CTB;

9) MOHWTOPUHI COCTOSHMS KPUTHYHBIX 3JIEMEHTOB HH(OPMaIMOHHO}
CHCTEMBEI.

6 OTBeTCTBEHHOCTL H COOTBETCTBHE Tpe0OBaHHSAM 3aKOHOJATEIbCTBA

26. B AO «HK «KTX» BHCJIDEHBEI COOTBETCTBYIOIIWE IIPOLIECCHI ISl
obecrieueHuss  coGmOAeHMs  TpeGoBaHmii HOPDMaTHBHBIX  IIPaBOBBIX  aKTOB,
COOJNIONEHHs] IpaB HMHTEJUIEKTYaTBHOR COOCTBEHHOCTH, 3alUTHl OXpaHAEMOi
3aKOHOM  IIEPCOHANBHOH  HH(QOpPMAalMH,  COBIIONEHUS OTpaHUYEeHHH 1o
HCTIOIB30BaHMIO KPUIITOIPaUIECKIX CPEICTB.

27. Bce TpeGoOBaHMS H IONOXKEHHUS MEXIOyHaponHoro crasmapta ISO/IEC
27001 sBasroTcss 06s3aTEBHBIMU JUIA HCIOJIHEHHS B 00JIaCTH HX IIPUMEHEHHS,
ONpEZENAEMOH COOTBETCTBYIOIMMHU JOKyMEHTAMH.

28. Ilpu pa3paboTKe U NpUMEHEHHH CPeACTB U METONOB HMH(GOPMALMOHHOM
Ge3onacHOCTH y4HTHIBaIOTCS TpeGOBaHHS AIOTOBOPHBIX O0SI3aTENBCTB H KOHTPAKTOB,
saxmo4eHHBIX AO «HK «KTX» u 1O ¢ TpeTbumu CTOpPOHaMH.

29. JlocTyn Tperbell CTOpPOHBI K MH(GOPMAIIMOHHEIM pecypcam AQ «HK
«KTX» u JIO ocymecTBIsIOTCS TONBKO TOCTE aHAIM3A PHCKOB, KOTOpPBIE MOTYT
BOSHHKHYTh TIPH TIPEAOCTABICHHM TaKOrO NOCTYNa, W IPHHSATHS aJIeKBaTHBIX
3aIUTHEIX Mep. B ciyuae Heo6xonumocTu (B gacTHOCTH, IIPY HAJIMYUM TpeOOBaHUM
HOPMATHBHBIX TIPABOBBIX aKTOB HJIM MEXTYHApPOAHBIX cTaHmaptoB), AO «HK
«KTX» u IO mpoBomuT mpoBepKy KOHTPareHTOB (IIOCTABUIMKOB TOBAapOB H YCIYT)
Ha COOTBETCTBHUE ONPE/ICIICHHBIM TPEGOBAHUSIM.

30. Ha ocHoBauuu Ilomutuku pa3pabaThiBAlOTCS  JIOKAIBHBIE  aKTE,
PCTTIAMEHTHDPYIOIME  IOPANOK M METOABl obecredeHus HHPOPMAHOHHOIN
0€301macHOCTH, CTAHAAPTOB U T.1I.

31.0TBETCTBEHHOCTE 3a COOJIOEHHUE Hacrosawend [TonmuTukU Bo3nmaraercs Ha
pabotarkoB AO «HK «KTX» u J1O.

7 Ilepecmotp IMonuTukn
31. TlonuTHKa mepecMaTpUBAeTCs 10 Mepe HeOOXOIMMOCTH, HO He pexe
OJIHOr'O pa3a B 24 MecsIia.




