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IIojiHTHKa im^opiviauHOHHOH SesonacHOCTH aKUHonepnoro
TCMJp 3KOJ1M»

Bepcmr 4.0 CxpaHHua 3 H3 10

1. HacToamaa IIojiHXHKa HH(J)opMaii;HOHHOH SesonacHOCTH aicu,HOHepHoro

pa3pa6oxaHa B COOXBCXCXBHH c xpe6oBaHHHMH Me^KjryHapo^Horo cxaH^apxa ISO
27001:2013 «HH<f)opMaii;HOHH!>ie xexnojiornH MexoflBi oGecneneHiM
GesonacHocxH - CucxeMBi ynpaBJieHHa HH^opManHOHHOH Gesonacnocxbio -
Tpe6oBaHHH».

2. HojiHXHKa flBJiaexcfl BHyxpeHHHM ^oKyMCHxoM aKn;HOHepHoro
«HaqHOHajiBHaa KOMnaHHa «Ka3aK;cxaH xeMip »COJIBI» (flanee - AO «HK

3. ,3,eHCXBHe nacxoameH I!OJIHTHKH pacnpocxpaHaexcH Ha rpynny
AO «HK «K^DK» (aKijHOHepHoe oSmecxBO «Ha^HOHaJIbHaH KO
xeMip HOJIBI» H ero flonepHHe opraHH3an;HH (^anee - ^O), cxo npoijenxoB
rojiocyioiiiiHx aKu;HH (^OJICH ynacxHa) KoxopBix npaMO npHHafljie^cnx AO «HK
«KT^C» Ha npase co6cxBenHocxH HJIH ^oBepHxejiBnoro ynpaBJieHna).

4. PyKOBO^cxBo AO «HK «K^T)K» ocosnaex BaxcnocxB H ocymecxsjiaex
ynpaBjienne HHc[)opMa^HOHHOH 6e3onacHocxBK> (^ajiee - HE),

ycjioBna pasBHXHa, coBepmeHCXBOBaHHH Mep H cpe^cxB
aKTHBOB B KOHXCKCXC yrpO3 HH4)OpMai],HOHHOH 6e3OnaCHOCXH,

saKOHOflaxeJiBcxsa H nopM peryjinposaHHa ^eaxejibHocxH AO «HK
«K;T3K».

5. AO «HK «K,T^C» HBJIHCXCH KpynneHinHM xpancnopxHO-JiorHcxHHecKHM
xojiflHHroM rocy^apcxBeHHoro snaneHHa, Bxo^n^HM B cocxas aKXHBOB
AKii,HOHepHoro oSmecxBa «€>OH/I; HauHonajiBHoro SnarococxoaHHa «CaMpyK-
Ka3Bma». OcymecxBJieHHe yicasaHHOH ^eaxejibnocxH CBasano c ynpaBJieHHCM
HH(|)opMaijHeH, B XOM HHCJie nepe^aBaeMOH rocy^apcxBOM, asjiaioineHca Ba^CHBiM
aKXHBOM AO «HK «Î T!̂ C», H saBHcnx ox o6ecneHeHiw HH(|)OpMa^HOHHOH
6esonacHocxH, nofl Koxopoii noHHMaexca o6ecneneHHe Ko
u;ejiocxHocxH H ̂ ocxynnocxH HH^opMau;HOHHbix aKXHBOB.

6. AO «HK «KT)K» y^ejiaex oco6oe BHHMaHHe BonpocaM
HH(J)opMai];noHHOH 6e3onacHocxH, nocxoaHHo coBepinencxByex cHcxeMy
HH(J)OpMaitHOHHOH 6e3onacHocxBK> (flanee - CYHB), npHMCHaeMBie cpeflcxsa H
cnoco6Bi 3aiu,HXBi ox yrpos HH(])opMauHOHHOH GesonacnocxH, a xaK^ce o6ecneHHBaex
nenpepBiBHoe o6yneHHe pa6oxHHKOB KoMnaHHH RJIX npaAep^caHHH KOMnexeHu;HH B
o6jiacxH samnxBi HH^opMai^HH na BBICOKOM ypOBHe.

7. CYHB HBJiaexcH nacxBio CHCXCMBI ynpaBneHHH AO «HK «KT^».
IIoJIOHCeHHa ITOJIHXHKH yHHXBIBaiOX O^CHflaHHH BCCX 3aHHX6peCOBaHHBIX CXOpOH H

o6fl3axeJiBHBi ^JIH HcnojineHHa BCCMH pa6oxHHKaMH AO «HK «KT^C» H ,3,0 B
^po^ecce 4)OPMHPOBaHHa nopx(J)ejiH HHBecxHUHOHHBix npoeKXOB, a xaK^ce

CBCfleHHfl KJIH6HTOB H HHWX TpCTbHX JIHU, HMeiOmHX flOCXyn K



HHcJHJpMamioHiioH SesonacHOCTH aKUHOHepHoro
«HagHOHajii>Hafl KoivinaHHH «ffa3aKCTaH Teiviip

BepcHfl 4.0 Crpamma 4 HS 10

HH(J)OpMaij;HOHHbIM CHCXCMaM H flOKyMCHXaM AO «HK «K;T^C», B XOH HaCXH,

Koxopaa HenocpeflcxBeHHO BsaHMOCBaaana c AO «HK «K^T)K» H ee AeaxejibHocxbio.
8. nonHTHKa npeflycMaxpHBaex OCHOBHBIC u,ejra, npHHUHnw H xpeGoBamwi no

sanjHxe HH(])opMan,HH.
9. IIojiHXHKa paspaGoxana B COOXBCXCXBHH c saKOHOflaxejibcxBOM Pecny6nHKH

Kasaxcxan no sonpocaM HcnojibsoBaniw HH4)opMa^HOHHBIx CHCXCM H
6e3onacHocxH, a xaK^ce xpe6oBaHH«MH

ynpaBJienHH HH4>opMau;HOHHOH Gesonacnocxtio.
10. IlojiHXHKa oxBaxBisaex BCC HH^opMai^noHHbie CHCXCMBI H

H nojitsoBaxejieM Koxoptix aBjiaexca AO «HK «I^T^» H ,3|O.
OGecneneHHe HH(^opMau;HOHHOH GesonacnocxH aBjiaexca HeoGxo^HMWM

ocymecxBJieHHJi ^eaxejiBHocxH AO «HK

2 LJ,ejiii, TpeGoeanHH H ocnoenbie
1 1 . OCHOBHOH Li;eJIbK) HOJIHXHKH aBJI^eXCH MHHHMHSaLtHH yili;ep6a OX CO6BIXHH,

yrposy GesonacnocxH HH(^opMa^HH, nocpe^cxBOM HX
HJIH CBe^enHa HX nocjie^cxBHH K MHHHMyMy.

12. B OCHOBC CYHB npe^ycMoxpen pHCK-opHenxHpOBaHHbiH
HanpaBJieHHbiii na CHH^cenHe BepoHXHOcxn peajinsauHH co6bixHH
SesonacHocxH.

13. OGecneneHHe HH(^opMaij;HOHHOH 6e3onacHocxH
pHCKOB H 3KOHOMHH6CKHX nOXCpb, CBH3aHHbIX C paSJIHHHWMH

HHCJJOpMaUHOHHblM pecypCaM AO «HK «K,T^» H ,H,O. C 3XOH ti;eJIbK)

noAHep^cuBaxb raaBHbie cBoncxBa HH(J)opMai];nH, a HMCHHO:
1) ^ocxynnocxb - CBOHCXBO, xapaKxepnsyromeecH cnoco6nocxbK)

6ecnpenaxcxBeHHoro flocxyna K HH4)opMau;HH cy6i>eKXOB,
HMeiomnx na 3x0 Hafljie^camne nojiHOMOHHa;

2) KOH(J3H,n,eHii;HajibHocxb - CBOHCXBO, yKasbisaiomee, HXO ^ocxyn K
Moacex HMexb xojibKo orpaHHHeHHbiH Kpyr JIHLI;, onpe^ejieHHbiH ee

3) u,ejiocxHocxb - CBOHCXBO HH<|)opManHH, 3aKjiK)Haiom;eecH B ee coxpaHHOcxn
B HCHCKaHCeHHOM BH^C (HeH3M6HHOM HO OXHOHICHHIO K H6KOXOpOMy

^HKCHpOBaHHOMy 66 COCXOflHHK)).

14. B n;ejiax oGecne^enHa .nocxaxoHHO Ha^eKHOH cncxeMbi HH(^opMai];HOHHOH
SesonacHocxH, HeoGxo^HMa nocxoaHHaH nepeou,eHKa ee napaMexpOB, aflanxainifl .̂JIH

HOBbix onacHocxeii, Hcxoflflinnx HS BHemneH H BHyxpeHHen cpe^bi. He
cymecxBosaxb KaKHX-jin6o npemixcxBHH npn BHeceHHH H3MeH6HHH B

, ^po^eAypbI HJIH IlojiHXHKy no Mepe BOSHHKHOBeHHa xaKOH
Heo6xOflHMOCXH.

B 3TOH CB«3H, onpefleji^iOTCH cjie^yiomHe axanti UHKjia
H 6e3onacHOCXbio:
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1) njiaHHpOBaHHe (pa3pa6oxKa) - anajiHs PHCKOB, HCHCM, sa^an, npou,eccoB,
nponeflyp, nporpaMMHO-annapaxHBix cpe,zjcxB, oxHOCfliinixcfl K ynpaejieHmo
pHcxaMH H coBepiueHCXBOBaHHio HH<f)opMaHHOHHOH 6e3onacHocxH fljia
pesyjiBxaxoB B COOXBCXCXBHH co CxpaxeraeH pasBHxna AO «HK «K;T}K»;

2) peajfflsauHfl (BHe^peHHe H SKcmryaxaijiw) - BHe^peHHe
KOHXpojia, npoueccoB, npoue/iyp, nporpaMMHO-annapaxHBix cpe^cxs;

3) npoBepKa (MOHHXOPHHF H anajiHs) - ou,eHKa H xaM, r^e axo Heo6xo^HMO,
H3MepCHHe xapaKxepHCXHK HcnonneHHa npoueccoB B COOXBCXCXBHH c ITOJIHXHKOH,
IjejIHMH H npaKXHHCCKHM OHBIXOM, aH3JIH3 H3MCHeHIW BH6UIHHX H BHyxpeHHHX

4>aKxopoB, BJiHflioiinix na sainnmeHHOCTB HH(J)opMai;HOHHBix pecypcoB,
npeflocxaBJieHHfl OXHCXOB pyKOBO/tcxBy AJW anaiiHsa;

4) KOppeKxnpOBKa (conpoBo^n;eHHe H coBepuiencxBOBaHHe) npHHflXHe
KoppexxHpyiomHx H npeseHXHBHBix Mep, ocHOBaHHBix Ha pesyjiBxaxax BHyxpeHHHX
H BHeniHHX HpOBCpOK COCXOHHHa HH^OpMailHOHHOH 6e3OHaCHOCXH, XpeSoBaHHH CO

cxopOHBi pyKOBO^cxBa HHBIX (|)aKxopOB, B u;ejiHX o6ecneneHHa nenpepbiBHoro
COBepUieHCXBOBaHHH CHCXCMBI HH(|)OpMai];HOHHOH 6e3OnaCHOCXH.

15. HocxpoeHHe CHCXCMBI o6ecneneHHH HH(|)opMaLi;HOHHOH 6e3onacnocxH
AO «HK «KT^C» H £(O a xaK 5Ke ee 4)yHKLtHOHHpOBaHHe ^OJDKHBI ocymecxBJiaexca B
COOXBCXCXBHH co cneflyiomHMH npHHii;HnaMH:

1) saKOHHOCXB - jiK)6Bie ^eHCXBHa, npe^npHHHMaeMBie fljia o6ecneneHHa
HH(J)opMau;HOHHOH 6e3onacHocxH, ocymecxBJiaioxca B paMKax saKOHO^axejiBCXBa
PecnySjiHKH Kasaxcxan, c npHMeneHHeM BCCX ^osBOJieHHBix 3aKOHOflaxenBcxBOM
MexoflOB oGnapy^ceHHa, npeflynpoKfleHroi, jiOKajinsai^HH H npeceneHHa neraxHBHBix
B03fleHCXBHH Ha o6-b6KXBI 3aiqHXBI HH(J)OpMa^HH AO «HK «PsT^C H ̂ ,O»;

2) opneHXHpoBaHHocxB na 6n3Hec - HH^opMai^HOHHan 6e3onacnocxB
paccMaxpHBaexca KaK npon;ecc no,zmep3KKH OCHOBHOH ^eaxejiBHocxH. JTio6Bie MepBi
no oSecneneHHK) HH<^opMaii;HOHHOH 6e3onacnocxH He flOjmHBi noBjienb 3a co6oH
cepBesHBix nperorxcxBHH fleaxejibHOcxH AO «HK «K^T^C» H flO;

3) HenpepBiBHocxB - npHMeneHHe cpe^cxs ynpaBjienna cncxeMaMH
HH<j)opManHH, peajiH3ai;HH nio6Bix MeponpHflXHH no

3aiii;HXBi AO «HK «KT}K» H ̂ O ^OJI^CHB
HJIH ocxaHOBKH xeKymnx 6H3Hec-npou,eccoB AO «HK «K^T^C» H

4) KOMnjieKCHOcxB - o6ecneH6HHe 6e3onacHOcxH HH(^opMaii:HOHHBix pecypcoB
B xeneHHe Bcero HX »CH3HeHHoro iiHKJia, na scex xexHOJiorHHecKHX axanax HX
HCnOJIB3OBaHH« H BO BCCX pe^CHMaX 4>yHKIi:HOHHpOBaHH«;

5) o6ocHOBaHHocxB H 3KOHOMHHecKaa u;ejiecoo6pa3HocxB - - HcnojiBsyeiviBie
B03MO»CHOCXH H Cpe^CXBa SamHXBI flOJDKHBI 6BIXB peaJIH3OBaHBI Ha

cooxsexcxByiomeM ypoBHe pa3BHXH« nayKH H XCXHHKH, o6ocHOBaHBi c XOHKH
sa^aHHoro yposna GesonacnocxH H #OJI>KHBI cooxBexcxBOBaxb
xpe6oBaHHHM H HopMaM. Bo BCCX cjiynaax CXOHMOCXB Mep H cHcxeM



nH(J)opMaiiHoiiHOH 6e3OiiacHocTH aKiiif ouepHoro oSmecTBa
3Kpjn>i»

4.0 Cxpamma 6 H3 1 0

HH(|)opMan,HOHHOH 6e3onacHOCTH flOJDKHa 6Bm> MCHBine pasMepa
ynjep6a ox moSwx BH^OB pncKa.

6) npHoptixexHocxB KaxeropHpOBaHHe (paroKHpoBamie) scex
HH(J)opManHOHHBix pecypcoB AO «HK «ICDK» H RO no cxeneHH Ba:acHocxH npn
oijeHKe peajiBHBix, a xaioice noxeHnHajiBHBix yrpos HH^opMaijHOHHOH 6e3onacnocxH;

7) Heo6xo^HMoe snaHHe H HaHMCHBinnH ypoeeHb npHBHJierHH -
nojiynaex MHHHMajiBHBiH ypoBCHB npHBHJierHH H flocxyn XOJIBKO K xeM
Koxopbie aBJiaioxca Heo6xofliHMBiMH ^JIH BBinojineHHa HM ^eaxejiBHOcxn B paMKax
CBOHX nOJIHOMOHHH;

8) c^e^HaJIH3a^HH - SKcmiyaxaijHH XCXKHHCCKHX cpe^cxs H peaJIH3a^HH Mep
HH(J)OpMauHOHHOH 6e3onacHOcxH ^OJI^CHBI ocymecxBJiaxBca npocjjeccHOHaji&HO
no^roxoBjieHHBiMH cneu;HajiHcxaMH;

9) HH(J)OpMHpOBaHHOCXB H nepCOHaJIBHaa OXBeXCXBCHHOCXB - pyKOBOflHXeJIH

Bcex ypoBHCH H pa6oxHHKH ^OJIXCHBI 6Bixb ocBe^oMJieHBi 060 BCCX xpe6oBaHHax
HH(J)OpMaiJHOHHOH 6e3OnaCHOCXH H HCCyX OXBeXCXBCHHOCXB 3a BBinOJIHeHHC 9XHX

xpe6oBaHHH H co6jno^eHiie ycxaHOBJieHHBix Mep HH4)opMau;HOHHOH Gesonacnocxn;
10) BSaHMOflCHCXBHe H KOOpflHHai^HW - MCpBI HH(J)OpMaii;HOHHOH

6e3onacHocxH ocymecxBJiaioxcH na ocHOBe BsaHMOCBasn cooxBexcxByiomnx
cxpyKxypHBix no^pasflejieHHH AO «HK «K^T^C» H ,fl|O, KoopflHHaijHH HX ycHJinfi RJIX

nocxaBjieHHBix u;ejieH, a xaKJKe ycxanoBJieHHa Heo6xo^HMBix CBHSCH c
npocjjeccHOHajiBHBiMH accou;Hai],HHMH H coo6iu;ecxBaMH,

opranaMH, lopH^HHecKHMH H ^HSHHCCKHMH jiimaMH;
11) noflXBep^flaeMocxB - ^OKyMenxBi, no^xBepx^aiomHe HcnojineHHe

xpe6oBanHH no HH(f)opMaij;HOHHOH SesonacnocxH H 3<|)(f)eKXHBHocx& CHCXCMBI ee
opraHHsanHH, AOH^CHBI cos^asaxBca H xpannxBca c BOSMOKHOCXBIO onepaxHBHoro
flocxyna H BoccxanoBJienHH.

3 OStCKTbl

16. OCHOBHBIMH
6e3onacHocxH B AO «HK «K^T^C» H ̂ O aBJiaioxca cjie^yiomne 3JieMeHXBi:

1) HH(j)opMaijHOHHBie pecypcBi, coflep^camne CBe^eHna, oxHecenHBie B
COOXBCXCXBHH C fleHCXByiOmHM SaKOHOflaXCJIBCXBOM H JIOKajIBHBIMH aKXaMH AO «HK

«J^T)K» H ̂ O K KOMMepnecKOH, cjiy>Ke6HOH HJIH HHOH oxpaHaeMofi saKOHOM xaime,
B XOM HHCJie HH(^opMaii;HOHHBie pecypcbi, Exo^amne B npoeKXBi nporpaMM
«I]H<f)poBaji ^cejresHaa ^;opora» H nporpaMMBi TpaHC(f»opMau;HH B AO «HK
(zjajiee - samnmaeMaa HH(f)opMa^Ha);

2) cpeflcxsa H CHCXCMBI HH^opMaxHsaiiHH (cpe^cxBa
XeXHHKH, HH(J)OpMai];HOHHO-BBIHHCJlHXeJII>Hbie KOMnJICKCBI, C6XH, CHCXCMBl), Ha

KoxopBix npoHSBO^HxcH o6pa6oxKa, nepeflana H xpaneHHe



Ilo. inTHKa HH(j)opMauHOHHOH 6e3onacHOCTH aKinionepHoi o o6mecTBa
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3) nporpaMMHBie cpeflcxsa (onepaijHOHHBie CHCXCMBI, CHCXCMBI
flaHHBix, flpyroe o6mecHcxeMHoe H npnioia^Hoe nporpaMMHoe

o6ecneneHHe) aBxoMaxH3HpOBaHHBix CHCTCM AO «HK «K|T)K» H ,3,0, c noMonjBio
KoxopBix npoH3BO,o;Hxoi o6pa6oTKa samHmaeMOH HH<J)opMaii;HH;

4) npoijeccBi AO «HK «K;T^C» H /JO, cB^saHHBie c ynpaBJieHHCM H
HcnoJiB3OBaHHeM HH<J)opMaii,HOHHBix pecypcoB;

5) noMemeHHH, B KoxopBix pacnojio^ceHbi cpe^cxBa o6pa6oxKH

6) pa6oHH6 nOMeiljeHHH H Ka6HHCTBI paSoTHHKOB AO «HK «I<T^C» H

AO «HK «K;T^C» H /JO, npeflHasHaneHHBie ^JI
neperoBopOB H coBemaHHfi;

7) pa6oTHHKH AO «HK «KT^C» H ^O, HMeiomne Aocxyn K

HH(J)opMaii;HH;
8) xexHHHecKHe cpeflcxsa H CHCXCMBI, o6pa6axBiBaioniHe oxKpBixyio

HH(J)opMa^HK), HO pasMemcHHBie B noMemeHHflx, B KoxopBix o6pa6axBisaexca

9) BHpxyajiBHBie cpe^Bi (BBiHHCJinxejiBHBie pecypCBi HJIH HX
, a6cxparHpoBaHHoe ox annapaxnoii peajiHsanHH, o6ecneHHBaiomHe
H30JIa^HK) ffpyr ox ^pyra BBiHHCjraxejiBHBix ^po^eccoB, BBinoniweMBix

Ha OAHOM 4>H3HHecKOM pecypce) npH HcnojiB30BaHHH cepsepHOH HHc^pacxpyKxypBL
1 7. SamnmaeMaa HH4)opMa^HH MO^CCX:
1) pa3Mem,axBca na 6yMa»CHBix Hocnxejiax;
2) cymecxBosaxB B 3JieKxpoHHOM BH#e (o6pa6axBiBaxBca, nepeaasaxBCfl H

xpaHHXBca cpeflcxsaMH BBiHHCJiHxenBHOH XCXHHKH, sanncBiBaxBca H
BOcnpoH3Bo^HXBca c noMomBK) xexHHHecKHx cpe^cxs);

3) nepeflasaxBCfl no xejie^ony, xene^aKcy, xejieKcy H x.n. B

4) npHcyxcxBosaxB B BH^C aKycxHnecKHX H BHSpocHrHanoB B
cpe^e H orpa^c^aiomHX Koncxpy^iMX BO spem coBemanHH H neperoBopOB

4 Yrposw HH«J>opiviaqHOHHOH SesonacnocTH
18. ITofl yrposaMH HH(J)OpMauHOHHOH GesonacnocxH

noxenuHajiBHO B03Mo^cnoe co6BixHe, ^po^ecc HJIH HBJieHne, KoxopBie nocpe^cxsoM
B03AeHCXBH» Ha HH<J>OpMaiJHK) HJIH KOMHOHeHXBI HH^OpMaqHOHHOH CHCX6MBI HJIH

pecypca Moryx npaMO HJIH KOCBCHHO npHBecxH K naHeceHHio ymep6a HH|repecaM
BJiaflejibti,eB H nojiBsosaxejieH.

19. Yrpo3Bi HH<^opMau;HOHHOH GesonacHOCxH no^pasflejiaioxcfl Ha:
1) cjiynaifflBie, KoxopBie Moryx 6BIXB o6ycjioBJieHBi cjie^yiomHMH <J>aKxopaMH:
CXHXHHHBie 6e^CXBHa;

OUIH6KH no HCBKHMaHHR);

annapaxHBix H nporpaMMH&ix cpe^cxs;
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HH3Kaa ocse^oMJieHHOCTB pa6oiHHKOB B o6jiacTH HE;
He^ocxaxoHHoe 4>H3HHecKoe o6ecneneHHH nepHMexpa HB;
2) npeflHaMepeHHBie, Koxoptie Moryx SBIXB o6ycjioBjieHBi

HJIH
HenpaBOMepnoe HcnojiBSOBaHHe #aHHBix;
HenpaBOMepHBiH flocxyn K HH(|)opMaijHH;
KOMHBioxepHBie axaKH (qejieHanpaBJieHHaa nonBixna peajrasaijHH

HecaHKLtHOHHpOBaHHoro BO3^eHCXBHa Ha HH<]}opMau;HK), 3JieKxpoHHBifi pecypc,
HH4)OpMa^HOHHyIO cHcxeMy HJIH nojiyneHHa ^ocxyna K HHM c npHMeneHHCM
nporpaMMHBix HJIH nporpaMMHO-annapaxHBix cpe^cxB HJIH npoxoKOjioB
Me^ccexeBBix BsaHMO^eHCXBHa);

20. K HHCJiy yrpos HH(J)opMaLi;HOHHOH 6e3onacnocxH AO «HK «K^T^C» H
(HO HC orpaHHHeHBi HMH):

1) yxpaxa samHiHaeMOH HH^opMai^HH;
2) HCKa^ceHHe (HecaH^HOHnpoBaHHaa MO^H(J)HKaHH5i,

3) yxenxa, HecaHKHHOHHpoBaHHoe osnaKOMJieHHe c
nocxopoHHHX JIHH, (HecaHK^HOHHpoBaHHBIH flocxyn, KonnpoBaHHe,

H x.̂ ;.);
4) HecaHK^HOHHpoBaHHoe HcnojiBsoBaHHe HH4>opMaijHOHHBix pecypcoB

(3jioynoxpe6jieHH«, MOineHHHHecxBa H x.n.);
5) He^ocxynHocxB HH(J)opMa^HH B pesyjiBxaxe ee 6jioKHpoBaHHa, c6oa

o6opy^oBaHH«, CHCXCM ynpaBJieHH^ 6as ^aHHBix, pacnpe^ejieHHBix
BBIHHCJIHXeJIBHBIX CCXCH, BO3^eHCXBH« BHpyCOB, CXHXHHHBIX 6eflCXBHH H HHBIX

Ma5KOpHBIX o6cXOHXeJIBCXB, H SJIOHaMCpeKHBIX flCHCXEHH.

21. B peayjiBxaxe BOSfleiicxBHa yxasaHKBix yrpos Moryx
cjie/iyiomHe neraxHBHBie nocne^cxBHa, BJiHaiomne na cocxo^HHe HH(f>opMau;HOHHOH
6e3onacHocxH AO «HK «K;T^C» H ̂ O Ha HopMajiBHoe (J)yHK^HOHHpOBaHHe:

1) HpesBBinaHHBie npoHcmecxBHfl, cB^saHHBie c 6e3onacHocxBio flBH^ceHHa;
2) (J)HHaHCOBBie noxepn, cBasaHHBie c yxeHKOH HJIH pasraaineHHCM

samHmaeMOH HH(|)opMai];HH;
3) 4>HHaHCOBBie noxepH, cBHsaHHBie c yHHHXo^cenHeM H nocjie^yromHM

BoccxaHOBJieHHCM yxpaneHHOH HH(J>opMaiiHH;
4) ymep6 ox flesopraHHsauHH aeaxeJiBHocfrH AO «HK «K;T^C» H #0 noxepn,

C HeB03MOKHOCXBK) BBIHOJIHeHHH CBOHX o6a3aXCJIBCXB;

5) ynjep6 ox npHHaxna ynpaBjieH^ecKHX peuieHHH Ha OCHOBC Heo6BCKXHBHOH

6) ymep6 ox oxcyxcxsna y pyKoso^cxBa AO «HK «KT^C» H flO o6teKXHBHOH
HH<J)opMai];HH;

7) ymep6, HaneceHHBiH penyxaqnH AO «HK «KT^C» H
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8) HHOH BHfl ym,ep6a.

5 Mepbi oSecneHCHHfl 6e3oiiacnocTii
22. OCHOBHBIMH MepaMH no o6ecneHeHHK> HH(j)opMaHHOHHOH 6e3onacHocTH

AO «HK «K;T)K» H #O *BJwioxca:
1) aflMHHHCxpaxHBHo-npaBOBtie H opraHHsauHOHHBie MepBi;
2) Mepti 4>H3HHecKOH 6e3onacHocTH;
3) nporpaMMHO-xexHHHecKHe Mepsi.
23. AflMHHHCTpaxHBHO-npaBOBbie H opraHH3ai;HOHHBie MepBi BKJiiOHaiOT (HO

ne orpaHHHCHbi HMH):
1) KOHTpOJIB HCnOJIHeHHH XpeSoBaHHH 3aKOHO^aT6JIBCTBa PK H BHyTpeHHHX

«HK «!CDK» H ̂ O;
2) pa3pa6oxKy, BHeflpenne H KOHTPOJIB HcnojineHHa npaBHJi, MCTOAHK H

3) KOHTPOJIB cooTBexcTBHa 6H3Hec-npou;eccoB AO «HK «K^T^C» H
BaHH«M DOJIHTHKH;
4) HH(|)opMHpOBaHHe H o6yHCHHe pa6oxHHKOB AO «HK «K|T^C» H /JO pa6oxe

C HH(j)OpMai^HOHHBIMH CHCTCMaMH H Tpe6oBaHHflM HHC[)OpMaij;HOHHOH 6e3OnaCHOCTH;

5) pearapoBaHHe na KanajiBi HecaHKEiHOHHpOBaHHOH yxeHKH HH(J)opMaiiHH,
HHE[H^eHTBI, CBX3aHHBI6 C 3THM, JIOKaJIHSaiJHK) H MHHHMHSa

6) anajiHS HOBBIX PHCKOB HH4)opMai];HOHHOH 6e3onacHOCTH;
7) oTCjie^KHBaHHe H yjiynineHHe MopajiBHO-^enoBoro KJiHMaxa B
8) onpe^ejieHHe fleiicxBHH npn B03HHKHOB6HHH HpesBBinaHHBix CHxyau;HH;
9) npoBe^eHHe npo<J)HJiaKXHHecKHX Mep npn npneMe na pa6oxy H

pa6oxHHKOB AO «HK «K|T^EC»;
1 0) MeponpHflXHn no KOHxpojiio npaBOMepnocxH HcnojiBSOBaHiw IIO.
24. MepBi 4>H3HHecKOH 6e3onacHocxH BKjnoHaiox (HO He orpaKHHCHBi HMH):
1) opraHH3an,Hio nponycKHoro H BHyxpHo6-BeKXOBoro
2) nocxpocHHe nepHMexpa 6e3onacnocxH 3am;Hiu;aeMBix
3) opraHH3au;HK) KpyrjiocyxoHHOH oxpaHBi oxpanaeMBix o6i>eKxoB, B XOM
c HcnojiB3OBaHHeM xexHHHecKHX cpe^cxB GesonacHocxH;
4) opraHHsaijHK) npoxHBono»capHOH 6esonacHocxH oxpanaeMBix oGteKxcB;
5) KOHXpojiB flocxyna pa6oxHHKOB AO «HK «K^T^K» H /JO B pe)KHMHBie

H noMemeHHa orpaHHHCHHoro ^ocxyna.
25. IlporpaMMHt>-xexHHHecKHe MepBi BKJiiOHaiox (HO He orpaHHHeHBi HMH):
1) HcnojiBSOBaHHe JiHu;eH3HOHHoro nporpaMMHoro oGecneneHHa H

2) HcnojiBsoBaHHe cpe^cxs samnxBi nepHMexpa (firewall, IPS H x.n.);
3) npHMeneHHe KOMnjieKCHOH aHXHBHpycHOH samnxBi;
4) HCnOJIBSOBaHHC CpeflCXB HH^OpManHOHHOH 6e3OnaCHOCXH, BCXpOeHHBIX B

CHCT6MBI;
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5) oSecneneHHe peryirapHoro pesepBHoro KoirapoBaHJui HH(j}opMau,HH;
6) KOHXPOJIB sa npasaMH H ^eHcxBUHMH nojiBSOBaxejiefi, B nepByio

7) npHMeneHHe cpe^cxB KpHnxorpa<J)HHecKOH samnxBi HH^opMarniH B
ycxanoBJieHHOM HopMaxHBHbiMH npaBOBBIMH aKxaMH;

8) o6ecneneHHe 6e3oxKa3HOH pa6oxBi annapaxHBix cpe^cxB;
9) MOHHXOpHHr COCXOaHHH KpHXHHHBIX 3JI6MeHXOB HH(J)OpMai;HOHHOH

CHCX6MBI.

6 OTBCTCTBeHHOCTb H COOTBCTCTBHC Tpe6oBaHHflM 3aKOHOZiaTeJlbCTBa

26. B AO «HK «K^T^C» Bne^peHBi cooxBexcxByiomHe npou;eccBi
o6ecneneHHH co6jno^eHHa xpe6oBaHHH
co6jiiofleHHJi npas HHxejuieKxyajiBHOH coScxBCHHOcxH, samnxBi oxpaHaeMoii
saKOHOM nepcoHanBHOH HH(})OpMaii;HH, coSjno^eHHa orpaHHraeHHH no
HcnojiBSOBaHHK) KpHnxorpa<J)HHecKHx cpe^cxB.

27. Bee xpeSoBaHHH H nono^ceHHH Me^c^yHapoflHoro cxan^apxa ISO/IEC
27001 HBJiaioxca o6«3axejiBHBiMH fljia HcnojiHeHHH B o6jiacxn HX npHMCHenHH,
onpe^ejiHeMOH cooxsexcxByioiUHMH ^OKyMCHxaMH.

28. IlpH pa3pa6oxKe H npHMeneHHH cpe/tcxB H MexoflOB HH^opMau;HOHHOH
GesonacHocxH yHHXBiBaioxca xpe6oBaHH« ^.oroBOpHBix o6«3axejiBCXB H KOHXpaKxoB,
3aKJiK>HeHHBix AO «HK «K|T^C» H /JO c xpexbHMH cxoponaMH.

29. ^ocxyn xpexBCH cxopoHBi K HH<|)opMai],HOHHBiM pecypcaM AO «PDC
«K^T^C» H /JO ocymecxBJiaioxcH XOJIBKO nocjie anajiHsa PHCKOB, KoxopBie Moryx
BOSHHKHyxB npH npeflocxaBJieHHH xaKoro ^ocxyna, H npHHaxna a^eKBaxKBix
samHXHBix Mep. B cjiynae Heo6xoAHMOcxH (B nacxHocxn, npn najiHHHH xpe6oBaHHH
HopMaxHBHBix npaBOBBix aKXOB HJIH MOKflyHapoflHBix cxaH^apxoB), AO «HK
«K^T3K» H /JO npOBOflHX nposepicy KonxparenxoB (nocxaBiu,HKOB xosapoB H ycnyr)
na COOXBCXCXBHC onpe^ejieHHBiM xpe6oBaHH«M.

30. Ha ocHOBaHHH HOJIHXHKH paspaGaxBiBaioxca jioKajibHBie aKXBi,
peniaMeHXHpyioinHe nopa^oK H MCXO^BI oGecneneHHH HH^opMauHOHHofi
6e3onacHocxH, cxan^apxcB H x.n.

Sl.OxBexcxBCHHocxB 3a coSjno^eHHC Hacxoamefi ITOJIHXHKH BOSJiaraexca na
pa6oxHHKOB AO «PIK «K;T}K» H

7 IlepecMOTp IIOJIHTHKH
31. IlojiHXHKa nepecMaxpHBaexca no Mepe HeoSxo^HMOcxH, HO ne peace

pasa B 24 Mecau;a.


